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PSEUDO-CODE 100 



WHILE (I < LEN) 



a = S[i+1] 



j = j + a, i++ 



b = so] 



102 

104 
106 
108 



S[i] = b, S[j] = a, t = a + b 



cipher[l] = plain[l] XOR S[t], I++ 



110 



FIG. 1 (PRIOR ART) 
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MICROCODE 302 



AES UNIT 304 



3DES UNIT 306 



MOD EXP UNIT 308 



HASH UNIT 310 



ARITHMETIC UNIT 312 



I S-BOX33 0 [ I PLAINTEXT 332 I 
I CIPHERTEXT334 I 



EXECUTION UNIT 300 I 



FIG. 3 
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SYSTEM 400 



m 



PLAINTEXT 332 



CIPHERTEXT 334 



MEMORY 404 



PROCESSING UNIT 
402 



FIG. 4 
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FLOW DIAGRAM 500 



RECEIVE REQUEST TO 
EXECUTE OPERATION 
TO CIPHER DATA ^ 




PERFORM A FIRST 
MEMORY ACCESS AND A 
SECOND MEMORY ACCESS 



PERFORM A FIRST SWAP OF 

DATA IN S-BOX 330 BASED 
THE FIRST MEMORY ACCESS 
510 



GENERATE A FIRST BYTE OF 
CIPHERTEXT BASED ON THE 
FIRST SWAP 5-12 



FIG. 5 



WAS THERE A^ 
COLLISION BETWEEN 
THE FIRST SWAP AND 
THE SECOND MEMORY ACCESS OR IS THE 
GENERATION OF THE 
CIPHERTEXT 
COMPLETE?? 

fNO 

PERFORM A SECOND SWAP 
OF DATA IN S-BOX 330 
BASED THE SECOND 
MEMORY ACCESS 



GENERATE A SECOND BYTE 
OF CIPHERTEXT BASED ON 



THE SECOND SWAP 



518 
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WHILE (I < LEN) 



a1 = S[i+1] 



a2 = S[i+1] 



j1 =j1 + a1 



j2=j2 + a2 



b1 =S[j1] 



602 
604 

- 606 

■ 608 

610 
612 

614 
. 616 



b2 = S02] 



S[i-1] = b1,S01] = a1,t = a1 + b1 



cipher[l] = plain[i] XOR S[t] 



I++ 



624 



PSEUDO-CODE 
600 



^620 
622 



if (i != j1 && i-1 != j2 && j1 != j2 && I != LEN) 



S[i] = b2, SG2] = 82, t = a2 + b2 



^626 
- 628 



cipher[l] = plain[l] XOR S[t] 



j1 =j2 



632 



else 



FIG. 6 
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S-BOX 330 



FIRST 
SWAP 802 



SECOND 
SWAP 804 



822 



FIG. 8 
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FIG. 9 



